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The products described in this User's Guide are licensed products of Comsift,
Inc. This User's Guide contains proprietary information protected by copyright,
and this User's Guide is copyrighted.

Comsift, Inc. , hereafter referred to as Comsift, does not warrant that the product
will work properly in all environments and applications, and makes no warranty
and representation, either implied or expressed, with respect to the quality,
performance, merchantability, or fitness for a particular purpose.

Comsift has made every effort to ensure that this manual is accurate. However,
information in this User's Guide is subject to change without notice and does not
represent a commitment on the part of Comsift. Comsift makes no commitment
to update or keep current the information in this User's Guide, and reserves the
right to make changes to this User's Guide and/or product without notice. Comsift
assumes no responsibility for any inaccuracies and omissions that may be
contained in this User's Guide. If you find information in this User's Guide that is
incorrect, misleading, or incomplete, we would appreciate your comments.

No part of this User's Guide may be reproduced or transmitted in any form or by
any means, electronic or mechanical, including photocopying, recording, or
information storage and retrieval systems, for any purpose other than the
purchaser's personal use, without the express written permission of Comsift.

Comsift, ComSifter, CSphrase and the Comsift logo are trademarks of Comsift,
Inc.

All other trademarks or registered trademarks listed belong to their respective
owners.

Copyright 2003-2006 Comsift, Inc.
All rights reserved.
FCC STATEMENT

This product has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed
to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used according to the instructions, may cause
harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which is found by
turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

Reorient or relocate the receiving antenna
Increase the separation between the equipment or device
Connect the equipment to an outlet other than the receivers

Consult a dealer or an experienced radio/TV technician for assistance
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INTRODUCTION

Chapter 1

Introduction and Getting
Started

ComSifter™ stops the pornography, the on-line gambling, the hate
sites at the Internet gateway, before the offensive material
reaches web users. You don’t have to worry about web users
surfing the Net. With ComSifter, if they accidentally misspell a
word or use a search word that takes them to the “dark side,” they
will see a friendly message telling them the site has inappropriate
content.

Features
ComsSifter offers the following features:

= Stops access to pornography, hate and gambling sites.

= Blocks downloading of harmful and illegal files including mp3
music files.

» Filters networks with hundreds of computers.

= Intelligent filtering with CSphrase™ Filtering Technology is
able to filter based on good words and bad words found on a
web page.

= Eight individually configurable filters. Users may be set to the
filter that best fits their filtering needs.

= 500,000+ site Blacklist updated daily or weekly.

= Builtin DHCP server.

= Builtin Caching Proxy.

= Configurable “Denied Access Page”.

= Easy to install, no required maintenance.

= Unlimited licensing is standard.
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How ComSifter Works

Overview

ComsSifter is a hardware-and-software, set-it-and-forget-it device
that plugs into your network and redirects all Internet traffic to
itself. Only the ComSifter communicates directly with the Internet.
Internet information for all other computers (e.g., Windows, Apple,
Linux) must first go through the filter system built into the
ComSifter.

Filtering System

ComSifter CS-8 incorporates eight individual filters. Each filter
may be individually configured for the users computers that
access the filter. Additionally a global filter allows configuration
system wide.

When the user computer accesses a filter two types of filtering are
performed:

First, ComSifter compares the requested site with its blacklist to
determine if the address has already been deemed inappropriate.
If the site is blacklisted the user will receive a Denied Access
Page, and will not be able to view the site.

Second, if the site is not blacklisted, ComSifter will scan every
word on the Internet page, using its CSphrase Filtering
Technology, looking for words that indicate inappropriate content.
The context of these words is then analyzed to determine if the
page should be blocked. This greatly reduces the number of false
positives while blocking those pages that are offensive. This
feature accounts for ComSifter's remarkable accuracy.

If the content passes through both types of filtering, ComSifter
allows the page to be loaded on the user’'s computer. If either of
the filters disallow, a “Denied Access Denied” page is sent to the
user’'s computer. All this is done in a fraction of a second, with no
delay seen by the user.
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Using This Operators Guide

This Operators Guide is designed for the person that will be
operating the ComsSifter network content filtering device in a day-
to-day environment. A companion guide, the Installation Guide,
describes how to install and configure ComSifter.

The following list summarizes the chapters and appendixes that
follow this chapter.

= Chapter 2, “Users” — describes how to Add/Modify/Delete
users to the database.

= Chapter 3, “Filter Setup” — describes how to configure the
Master Filter and each individual filter.

= Chapter 4, “Words/Phrases” — describes the configuration of
ComsSifters CSphrase filter.

= Appendix A, "Contact Information” —provides contact
information including telephone numbers, address, email and
hours of operation.

=  Appendix B, “Filter Defaults” — provides default information
for the first four filters.

Navigating Through This Installation Guide

This User’s Guide contains all the information you need to install,
use, and troubleshoot ComSifter. To assist you in navigating
through this document, we have added blue-colored hot links to
the Table of Contents, index, chapters, and appendixes in this
User’s Guide. Clicking one of these hot links automatically moves
you to that location in this User’'s Guide. For example, if you click
one of the blue-colored chapter or appendix titles in the previous
section, you automatically move to the first page in that chapter or
appendix.
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Conventions in This User’s Guide
This User’s Guide uses the following conventions:

= “Notes” are information requiring extra attention.

=  “Tips” are helpful procedures or shortcuts for simplifying a
task.

= “Important” is information that, if not followed, may affect the
proper operation of the product.

=  “Warning” is information that if not followed or understood,
may affect the operation of the product, the operating system
or the system configuration.

=  “Bold” is used to denote an item that is to be clicked or
selected.
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Getting Started

Pre-requisites

This manual is part two of a two part series of ComSifter manuals.
Before the functions described in this manual are performed the
following items should have been completed by your System
Administrator.

1. ComsSifter installed on your network with the proper
network settings.

2. ComsSifter Admins configured and passwords assigned.

Before you start

Determine what each filter will do. There are eight individual filters.
Each may be customized. It is not required to use all eight filters.
Only use what you need. The first four filters are pre-configured as
shown in Appendix B. You may determine that these filter setups
will meet your organizations requirements. If not you may modify
them or modify the remaining four filters. There is also a master
filter which affects all filters.

Review the CSphrase Filter. Comsift suggests that you try the
default settings before any modifications. The words and phrases
have been tested by Comsift and provide great protection while
still allowing legitimate searches.

Have your user names ready and know what filters you want to
direct them to.

Login

Point your browser to https://192.168.1.9:10000 (or the IP that has
been assigned to ComSifter) to connect to ComSifter. After a few
seconds you will be prompted with the ComSifter Login page.

Enter the user name and password you have been assigned.
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Welcome to ComSifter - Please Login.

You must enter a username and password to logm.

Username |admin

Password |’“°“°“"‘°"1

Clear |

Figure 1-1: Login Screen

Upon entering a proper user name and password you will see
ComsSifters opening menu.
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Navigating the ComSifter Main Menu

CombSifter

@0 0. 0. 0. O 6O

Aamins Netwerk Maintenance, FartBlacker Filternsetup Wards/PhraeesUEerE

] N &

Blotk User or Computer Bypass User or Comguter User List Utlines

Figure 1-2: Initial ComSifter Screen

Icons and Modules

ComsSifter uses a module concept to allow certain functions to be
performed by different ComSifter Admins. A module may contain
one or more “commands” that may be performed by the ComSifter
Admin configuring the system. Modules are grouped within
Categories. Categories are represented by Icons at the top of
each page. There are seven categories;

3

@ Admin — this category includes three modules and is
covered in the Installation Guide.

" Network — this category includes six modules and is
covered in the Installation Guide.

. D Maintenance — this category includes eleven modules
and is covered in the Installation Guide.

&

|
" D Filter Setup — this category includes ten modules and
is covered in this Operators Guide.
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. Ui Words/Phrases - this category includes fourteen

modules and is covered in this Operators Guide.

. Uﬁ Users - this category includes four modules and is

covered in this Operators Guide.

Latest News

This link will take you to a special place on the Comsift website
where recent information discovered by Comsift is posted. Web
Site operators are constantly changing their sites and many times,
especially with Advertising, they will route through ad servers
without any information to the user that they are doing this.
Visiting this link may be helpful in certain troubleshooting
situations such as “why did a site come through last week but this
week it is blocked”.

On-line User Manual
The most recent version of this guide and the Installation Guide
are available at this link.

Logout

When you complete your session with Comsift click this link to log
out. If you do not, ComSifter will log you out after fifteen minutes
of idle time.
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Chapter 2

Users

In this chapter we will discuss the User category and the four
associated modules.

Overview

ComSifter is able to route individual web users to different filters
based on their user name. This is the same user name that was
used to login to the computer they are currently using.

The User List may be populated by;

Individual entries — in this mode each user name must be entered
into the database and a filter associated with the user name.

File Import — in this mode the user names may be imported from a
text base file.

Active Directory Integration — in this mode ComSifter will read a
defined Active Directory located on a Windows 2000/2003 server
and copy the names and filter settings from Active Directory to the
ComSifter database.

Based on the user name ComSifter will;

= Route the user through the proper filter.

= Optionally block a computer based on user name or computer
IP from using the Internet.

= Optionally bypass a computer from all filtering based on user
name or computer IP.
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Block User or Computer Bypass User or Computer Tlser List User List Tilities

Figure 2-1: Initial User Screen
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User List

The User List is the database that ComSifter uses to determine
which filter each individual user will use. User List allows you to;

» Add/Modify/Delete a single user.
= Display user list by filter.
= Display user list alphabetically

Users = User List

|Cnmmand |Descriptiun
|Addm{[o@£yﬂﬁelete Single User |Addﬂu{'[odify@elete Single User Mame to Filter Group

|D1s;glay user list by filter |Displays the user list sorted by filter.
|D1sglay user hst alphabetcally |Dlsplays the user hst sorted alphabetcally.

Figure 2-2: User List Commands w/o AD Integration

Note: The “Add/Modify/Delete Single User” command
will not appear on the menu if User > User
Utilities > Active Directory Integration is Enabled.

Users = User List

|Com.mand |Descriptiun
|Dls]glag user hist by filter |D1splays the user hst sorted by Hlter,

|Disglaz user list alphabetically |Displays the user list sorted alphabetically
Re-svnchronize User List Executmg this command will force ComSifter to resyne with the Active Dire
Lo elnee Sl il % Active Directory.

Figure 2-3: User List Commands with AD Integration
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Add/Modify/Delete Single User

Adding a new User

This command will add a new user to the database. In the
following example new user charlesl one is being added.

=  Function must be set to Add User

» New User Name must be set to the users User Name (this is
the same name the user used to login to their computer).

= Select Profile to be used by user should be set to the filter
the new user will be directed to.

= Upon clicking Execute the new user name will be added to
ComSifters database.

Note: ComsSifter will add/modify/delete users from the
database dynamically. When one of these
functions is performed other users will not be
affected.

Users = User List

|AddModify/Delete Single Tser
A dditledifyDelete Single User NMame to Filter Group.

Function IAdd Uger =

New User Mame Icharles1 [}s
Select Profile to be used Filter 1 (nonIDENTD) =

by User

Select User Name to he

: -
modified/deleted i

Figure 2-4: Add User
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Modifying a User

This command will modify the filter the user is directed to. In the
following example charlesl filter assignment is being changed to
Filter 1.

= Function must be set to Modify User

= Select Profile to be used by user should be set to the filter
the new user will be directed to.

= Select User Name to be modified/deleted should be set to
the Users Name.

= Upon clicking Execute the filter will be changed.

Users = User List

[Add/Modify/Delete Single Tser
AddhlodifinDelete Single Tzer Mame to Filter Group.
Function IW

New User Name |

Select Profile to he used

Filter 1 (non-DEMNTD ) fid
by User : ; %
iﬂ;‘gﬁ;:lz?;e @b |charles1 =Filter 3 j

Figure 2-5: Modify User
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Deleting a User

This command will delete a user name from the database. In the
following example charlesl is being deleted.
=  Function must be set to Delete User

=  Select User Name to be modified/deleted should be set to
the Users Name.

= Upon clicking Execute the User Name will be deleted.

Users = User List

\Add/Modify/Delete Single User
LA ddildedifyDelete Single User Name to Filter Group.

Function IDeIete User 'l
New User Name |
Select Profile to be used

[ Fitter 1 (narn-DENTD) =

hy User

Select User Name to he
modified/deleted

charles]=Filter 3

Figure 2-6: Delete User
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Display user list by filter

This command will display by filter, all the User Names in the
ComSifter Database.

Users = User List

Display user list by filter

Output from command ..

Filter Group "Filter 1 (non-IDENTD)"™
bsmith

guest

jrhomwpson

3

Filter Group "Filter
fredz

Filter Group "Filter 3"
charlesl

=
s
=
a
]
2]
@
o
o]
=
o
-
o
=
o
1]
i
S

Filter Group "Filter 5"
administrator
teacherl

teacherz

Figure 2-7: User Names by Filter

Display user list alphabetically

This command will display alphabetically, all the User Names and
their filter in the ComSifter Database.

Users = User List

Display user list alphabetically

Output from command ..

administrator=Filter 5

bemith=Filter 1 (non-IDENTD)

charlesl=Filter 3

fredz=Filter 2 %
guest=Filter 1 (non-IDENTD)

jthowpson=Filter 1 (non-IDENTD

sallyl=Filter 2
teacherl=Filter 5
teacherZ=Filter §

Figure 2-8: User Names Alphabetically
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User List Utilities

Users > User List Utilities

Description

Command
ferge User MNames from File Merge User Mames from file located m File Manager.

Delete all user names from ComSifter This will delete all names from the user list. Warning - Warning, All names will
Enable/Configure ComSifter to retrieve usernames from Active Directory.

Enable/Configure Active Directory Synchromzation

Figure 2-9: User List Utilities

User List Utilities allow a text-based list to be merged into the User
List. A Delete all users command allows the User List database to
be cleared in one command. Both of these utilities should be used
with caution, as they are irreversible.

Note: The “Merge User Names from File” and “Delete
all user names from ComsSifter” commands will
not appear on the menu if User > User Utilities >
Active Directory Integration is Enabled.
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Merge User Names from File

This command allows an external text file with user names to be
merged with the User List database. This command is useful in
installations where there may be hundreds of user names. The
requirements for the merge are:

The file must be ASCII Text with each line separated by a
return (CR LF).

Each line must have only the user name.

A merge must be associated with a filter. In large installations
best practices would suggest building multiple merge files,
each can then be merged to a specific filter.

The file must be named users.txt.

The file must be previously uploaded to ComSifter using File
Manager.

Upon clicking execute ComSifter will process the file by
looking on each line for a text string followed by a CR LF.

If the format is valid ComSifter will then merge each line into
the database with a filter. If a user name is found to already
exist, that line will be ignored.

Note: Windows 2000 Server includes a command line
utility that will create this file. It is included in the
SDK and is named usrstat.exe.

Users = User List

Merge User Names from File

Ilerge User Names from file located m File Manager.

Select filter to he applied
to merged user names.

Exacute |

|Filter 1 {non-IDENTD) x| %

Figure 2-10: Merge User Names from File
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Delete all user names from ComSifter

This command allows all user names to be removed from the
database.

Warning:  Use this command with caution. All user names
will be deleted from the database. The command
is irreversible.

Users = User List

|Delete all user names from ComSifter

This will delete all names from the user list. Warning - Warning, All names will be permanently deleted

Execute Q

Figure 2-11: Delete all User Names
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Preparing Active Directory for Synchronization

ComsSifter has the ability to integrate directly with Windows
2000/2003 Server Active Directory. In this mode ComSifter will
make an LDAP query to the server and retrieve a list of filters and
users in that filter.

Any changes made to the users in Active Directory will be
reflected in ComSifters User List.
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Before this feature may be enabled the following changes must be
made to Active Directory.

1. Add an Organizational Unit (OU) under the root of the
domain. This OU must be named “Comsifter”.

-.? Active Directory Users and Computers ;IQILI
J@ Console  Window  Help |;|i|1||
Jaton vew ||« » B@ERB 2 el vao |

Tree I center 16 objects

@ Ackive Directory Users | Mame [ Type | Description | B

@ W [ T e iftinDiomain
Delegate Contral...

Find...
Connect ta Dormain. ..

tainer Default container For upgr...
panizational Linik

" janizational Lnik Defaulk container for new ...
Connec.t ta Domain Coritroller... Lairer Default container for secu...
Operations Masters... AndFound Default container For orph...
all Tasks » Contact Default container For upgr...
Grou
Wigw 4 D - =
_ Organizational Lnit
Mew Window From Here " N
Printer
Refresh User

Export List... Shared Folder

4 | | Properties r ﬂ

|Create ANSd Help | |
S T — T

Figure 2-12: Add New Organizational Unit

A e Directy ersand Comnutes
New Dbject - Organizational Unit

[
Create in:  centerd

Hame:

= I |

IEnms\llel iner for upgr ...

iner for new ...
[% iner for secu..,
miner For arph...
settings
iner For upgr...

oK I Cancel | LI

s

Figure 2-13: OU Naming
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2. Under the OU Comsifter add a new group(s) using the
exact name of the filter label in ComSifter (by default filter
names in ComSifter are labeled Filter 1, Filter 2, Filter

e,

J@ Console  wWindow

Help

[t yen || & = | Bm XE R R 8RB TLE

Tree I

@ Active Direckary Users

E@ centet

[ Builtin

[~ Computers

Comsifter
Domain Con%l

=@
-1 ForeignSecurity
-0 LostandFound
-] System
D Users

EN |

Comsifter 9 objects

[N arne | Type | Descripkion
€7 Com Sifter User

gEFilter 1 Security Group - Global

!ﬁFilter b4 Security Group - Global

ﬁEFilter 3 Security Group - Glabal

ﬂEFilter 4 Security Group - Global

ﬁEFilter 5 Security Group - Global

&Filter 3} Security Group - Global

!ﬁFilter 7 Security Group - Global

giFilter a Security Group - Glabal

Figure 2-14: AD Groups

2-13



USERS

3. Add a new Domain User to the OU Comsifter. The new
user Full Name must be “Com Sifter”. The new users’
username must be “comsifter”. Assign a password to
user “comsifter”.

A z ecko - IDIEI'
New Object - U x
II ew Object - User | | -|5|ﬂ|
I . . ok |
= g Createin:  center/Comsifter
E: |
E First name: IEom |iikials:
Lazt name: ISifter
Full name: IEom Sifter
User logon name:
Icomsifter I @center j
User logon name [pre-windaws 2000]:
Icenter\ Icomsifter
A < Back I Mewt > I Cancel |
r S
ik

Figure 2-15: Add Domain User comsifter

Your Domain Controller is now prepared to accept queries from
the ComSifter for user names and filter assignments.
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Enable/Configure Active Directory Synchronization

Users = User List Utilities

Enable/Configure Active Directory Synchronization

Enable/Configure Com3ifter to retrieve usernames from Active Directory.
Enable Active Directory * Yes © Mo
Host/Domain Name (example.com) Icube1 .canter
Distinquished Name {DC=example, DC=com) IDC=center

AD User (CN=Rill Smith) |Ch=Com Sifter
AD User Password |

Figure 2-16: AD Configuration

ComsSifter Active Directory Integration operates by performing an
LDAP query to the Domain Controller. If successful ComSifter will:

* Replace the existing user list with the user names and
associated filters retrieved from Active Directory.

» Restart the ComSifter Filter Service without affecting existing
connections.

= ComsSifter will update its Active Directory automatically every
hour, eight (8) minutes after the hour.

= Aforced resync may be performed from Users > User List >
Re-synchronize User List.

To properly query the Domain Controller, ComSifter must know
the following information:
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Enable Active Directory

In this field click Yes to enable Active Directory Integration or no
to disable Active Directory Integration.

Warning:

Use this command with caution. Active Directory
Integration and User List > Add/Modify/Delete
User are mutually exclusive. If Active Directory
Integration is enabled and there has been a
successful query to the Domain Controller the
existing user list is replaced by the Active
Directory User List. All user names previously
entered will be deleted from the database. The
command is irreversible. If you are migrating
from User Names entered using Users > User
List > Add/Modify/Delete User to Active Directory
Integration it is advisable to create a backup
before proceeding.

Host/Domain Name

In this field enter the name of the Domain Controller. This may be;

» A Fully Qualified Domain Name (myschool.com)

= A non-qualified name consisting of the machine name
followed by the non-qualified domain name separated by a
period. In the screen shot about the machine name is cubel,
the non qualified name is center, thus cubel.center.

= AnIP address (192.168.1.2).
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Distinguished Name
In this field enter the Distinguished Name of the server as follows.

= [f the server name is fully qualified as in myschool.com then
enter “DC=myschool,DC=com”. (note, the comma is not a
typo)

= |f the server name is not fully qualified then enter just the
domain name, i.e. “DC=myschool"

AD User Name

In this field enter the Common Name (CN) of the Domain User
Com Sifter (this was defined in the previous section, Preparing
Active Directory for Integration).

Note: This is the users full name, not their username or
login name.

AD User Password

In this field enter the password you assigned to Domain User
“comsifter” (this was defined in the previous section, Preparing
Active Directory for Integration).

2-17



USERS

Block User or Computer

ComSifter has the capability to block by User Name or by
Computer IP address. This feature is useful in instances where
you do not want a user or a computer to have access to the
Internet.

Block User

The Block User command allows you to block a user by User
name or to Unblock a user by User Name.

Enable Block
To Block a user:

= Set Function to Enable Block.
=  Select User Name to be Blocked.
= Click on Execute.

Users = Block User or Computer

|Blu ck User

Allewrs a user to be completly blocked from Internet access, The user must have an entry in the User List

Function Enable Block VI
Select User Name to he
Blocked

Select User Name to he
Un-Blocked

Figure 2-17: Blocking a User

Note: Upon clicking Execute, ComSifter Filter Service
will restart automatically. This may take up to 30
seconds and will disrupt other Internet users
during the restart.
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Disable Block
To remove a block:

= Set Function to Remove Block.
= Select User Name to be Un-Blocked.
= Click on Execute.

Users > Block User or Computer

Block User

Allows a user te be completly blocked from Intemnet access. The user must have an enfry in the User List.

Function Remove Block »

Select User IName to he Iannef j
Blocked

Select User Name to be
Un-Blocked Rl |

Figure 2-18: Un-Blocking a User

Note: Upon clicking Execute, ComSifter Filter Service
will restart automatically. This may take up to 30
seconds and will disrupt other Internet users
during the restart.
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Block Computer

The Block Computer command allows you to block a computer by
the computers IP address.

Enable Block

To Block a computer:

=  Set Function to Enable Block.

» Enter the IP address of the computer to be blocked in Select
IP to be Blocked.

= Click on Execute.

Users = Block User or Computer

Block Computer

Allows a computer to be blocked based on the computers IP.

Function I Enahle Block 'l

Select IP to be Blocked [192.168.1.245)

Select IP to be Un-
Blocked I_L,

Figure 2-19: Block Computer by IP

Note: Upon clicking Execute, ComSifter Filter Service
will restart automatically. This may take up to 30
seconds and will disrupt other Internet users
during the restart.
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Disable Block
To remove a block:

=  Set Function to Remove Block.
= Select IP to be Un-Blocked.
= Click on Execute.

Users = Block User or Computer

Block Computer

Lllowrs a computer to be blocked based on the computers IP.
Function FEernove Block i

Select IP to be Blocked |

Select IP to he Un- I—_,

Rlocked 192.168.1.245 %

Figure 2-20: Removing Blocked Computer by IP

Note: Upon clicking Execute, ComSifter Filter Service
will restart automatically. This may take up to 30
seconds and will disrupt other Internet users
during the restart.
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Bypass User or Computer

ComsSifter has the ability to bypass a computer or a user from all
filtering. This feature is useful for administrator workstations or any
computer on the network that does not need to be filtered.

Note: This bypass affects only the Filter Setup and
Words/Phrases. It does not bypass the port
filtering done by Port Blocker. Port Blocker
settings affect all users.

Bypass User

The Bypass User command allows you to bypass a user by user
name or to remove a bypass by user name.

Enable Bypass

To bypass a user:

= Set Function to Enable Bypass.
= Select User Name to Enable Bypass.
= Click on Execute.

Wsees > Rypass User o Computor L

Bypass User
Allows a uger to completely bypass the ComSifter Filter. The user st have an entry in the User Last.
Function Enable Bypass =
Select User Name to
Iy 1=Filter 2 hd
Enable Bypass = J
-none-
Select User Name to administrator=Filter &
Remove Bypass bismith=Filter 1 (hon-IDENTLDY
charles=Filter 3
fred2=Filter 2
guest=Filter 1 (non-IDENTD)
jthampson=Filter 1 (inon-IDENTDY

teacher]=Filter &
teacheré=Filter &

Figure 2-21: Enable User Bypass
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Note: Upon clicking Execute, ComSifter Filter Service
will restart automatically. This may take up to 30
seconds and will disrupt other Internet users.

Remove Bypass
To remove a bypass:

= Set Function to Remove Bypass.
= Select User Name to Remove Bypass.
= Click on Execute.

Users > Bypass User or Computer

Bypass User

Lllows auser to completely bypass the ComSifter Filter. The user must have an entry m the User List.

Function IRemDve Bypass 'I
Select User Name to I-none- j
Enable Bypass
Select User Mame to
I Iy 'l
Remove Bypass Sa .

Note: Upon clicking Execute, ComSifter Filter Service
will restart automatically. This may take up to 30
seconds and will disrupt other Internet users.
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Bypass Computer

The Bypass Computer command allows you to bypass a computer
based on the computers IP address.

Enable Bypass

To bypass a computer:

= Set Function to Enable Bypass.

= Enter the IP address of the computer to be bypassed in
Select IP to Enable Bypass.

= Click on Execute.

Users = Bypass User or Computer

EBypass Computer

Allows a computer to completely bypass the ComSifter filter bazed on the computers IP.
Function Enable Bypass 'I

Select I to Enahle |192.168.1.211|

Bypass %

Select I to Remove I_Ll

Bypass

Figure 2-22: Enable Computer Bypass

Note: Upon clicking Execute, ComSifter Filter Service
will restart automatically. This may take up to 30
seconds and will disrupt other Internet users.
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Remove Bypass

To remove a bypass:

= Set Function to Remove Bypass.
= Select IP to Remove Bypass.

= Click on Execute.

Users = Bypass User or Computer

|Byp ass Computer

Function
Select IP to Enable
Eypass

Select IP to Remove
Eypass

Allowrs a computer to completely bypass the Com3ifter filter bazed on the computers IP.

192.168.1.211 'l %

Figure 2-23: Remove Computer Bypass

Note:

Upon clicking Execute, ComSifter Filter Service

will restart automatically. This may take up to 30
seconds and will disrupt other Internet users.
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Chapter 3

Filter Setup

Overview

ComSifter has eight filters that may be individually configured.
Each filter allows customization of:

» The good and bad words that will be used in CSphrase
Filtering.
»= What blacklist categories will be included in the filter.

» What additional domains and URLSs are to be fully or partially
banned.

= What domains and URLSs are to be excepted.
» The CSphrase sensitivity threshold.
= Activation and access time for the Warn-and-Go feature.

B e e P e ) e &

[l T A 1 Farhel setup Warde,

In addition to each filter, all of the groups and lists selected in the
Master Filter will be applied. The Master Filter settings are used
when a setting is required on all filters.

The filter that will be used for each user request is determined by
the User Name and Filter defined in the User List. When a request
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is made by a client computer the ComSifter first sees the IP of the
requesting computer and queries the computer for its IDENTD.
The requesting computer returns the name of the user that is
currently logged into that computer. ComSifter compares the
returned User Name with the User List and determines the filter
that was associated with the User Name. ComSifter then fetches
the requested web page and applies filtering rules based on the
users filter and the Master Filter.

Note: If the requesting computer does not respond to
the IDENTD request ComSifter will assign the
requesting computer the username
“nousername” and by default route it to the non-
IDENTD filter. This may be changed by adding
“nousername” to the User List and assigning
“nousername to the filter of your choice.
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Master Filter

Items entered in the Master List affect all users. If you have a
domain, URL, extension or MIME type that you either want to ban
or except system wide it should be entered in the Master List.

Additionally the Master List includes:

Command Description

B ComSiter F Msm&nmwwmmmmmcmaﬂmmembmmm
Tluwmwwiﬂsnmd’mdwﬂlmm&mw:imhmtmcum
Wil search all hets For the entered name and retum its locaion.

Search Domans, URLs, extennons and MIME types may be searched
Tnpus Formats are domain dd (D  d tldfarl (URL), ez (E: frype (MIME)

W Wﬂ!dﬁmﬂFﬂu&wmhﬁd&de&hﬂ!
_ww ’we‘med Smart Fm(iwps mbu\md« Deleced

Blackhet UHL Fier Groups |URL Filter Groups may be Added or Delsted
Full Exception Do List " Dosnaems eatered here wal be completely v

Eaned URLLut [URL's added here will e bansed. 1e. néetoban comipanteban

\Banned Extension List [Dhowrdoading of fies with these extensions will be barsied e exe

Bamned MIMEList  Downloading of fles with these MIME types wll be bancd L. videsiimgeg
Change Fiter Hame Ahmdamvsm&wnum

Display Sumenaey [Displags a sumenary of all sefings in the Master Fier

A utility to restart the ComSifter Filter service.

A powerful search facility.

A command that allows filter names to be changed.
A report that lists all settings in the Master List.

Filter Setup > -Master Filter—

4 Diormun Fi ' [Diommam Filter Groups may be Added or Deleted

Figure 3-1: Master Filter
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Restart ComSifter Filter

Any changes made in the Master Filter will not become effective
until the ComSifter Filter is restarted. ComSifter is designed to
allow you to quickly make multiple changes to filter settings and
then apply the changes by restarting the filter.

Filtr Setup > -Master Filts- L

|Re start ComSifter Filter

Changes made i the filter will not takee effect untl the Com3ifter Filter Service has been restarted.
Thiz will takee up to 30 seconds and will momentarily disrupt client Internet connections.

Execute | %
Note: A restart may take up to 30 seconds to complete.
During this time all Internet connections will be
disrupted.
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Search

ComsSifter incorporates a comprehensive search facility that
allows you to search for all instances of a domain, URL, extension
or MIME type. The search will check all filters and all lists for the
search term and return the filter and list in which the search term
was found.

Search is useful when a site, domain, extension or MIME type is
banned and you need to know why and where it is banned.
Search is also useful if you believe a site, domain, extension or
MIME type should be banned and it is not.

Note: Search will search through all filters and lists.
This includes the blacklist that Comsift controls.
A search report will show if an item was found in
the Comsift controlled blacklist or the
administrator controlled lists. Iltems in the Comsift
controlled blacklist are not accessible or
configurable. If an item is banned and you do not
want it banned you must except the item by using
the Exception Domain List or the Exception URL
List.

There are three types of search. Each is explained in detail in the
following paragraphs.
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Exact Match

Exact Match will search for an exact match of the search term. In
the following example a search for badsite.com is performed.

Filter Setup = ~Master Filter~

Search

Wil search all lists for the entered name and return its location
Domains, URLs, extensions and MIME types may be searched
Input formats are domain tld (Domain), domain tldfurl (URL), ext (Extensions), applicationtype (MMIME).

Type of Search

Name |

Figure 3-2: Exact Match Search

Pl S~ -Mastr - L

Search

Output from /etc/comsifrer/searchbhadbl ..

No words found in Comsift controlled blacklist.

A total of O instances of the name badsite.com were found in the Comsift controlled hlacklist.

The following usages of badsite.com were found in the Adwinistrator controlled lists:

badsite.com found in filter ~Master Filter~, Banned Domain List

,,,,,,,,,,,,,,,,,,,, N

4 total of 1 instances of the name badsite.com were found in the Administrator controlled lists.

End of report.

Figure 3-3: Exact Match Report

The search report shows us that badsite.com was not found in the
ComsSifter controlled blacklists but was found in the Master Filter,
Banned Domain List.

With this information we can then go to the Master Filter and look
in the Banned Domain List for badsite.com
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Begins With

Begins With will search all filters and list for instances where the
search term is matched at the beginning of a string.

This is useful when looking for domains that have county
extensions or when looking for all the URLSs that are listed within a
domain.

Filter Setup = ~Master Filter—

|Searcl1

"Will search all hsts for the entered name and refurn its location.
Domains, UELs, extensions and WINE types may be searched
Input formats are domain tld (Domain), domain tldanl (URL), .ext (Extensions), application/type (WINE).

Type of Search IEeglnsW\th ~ [k

Name |badsite cam

Figure 3-4: Begins With Search

Filter Setup > ~Master Filter-
Search

Output from /ere/comsifrer/searchbadbl

HNo words found in Comsift controlled blacklist.

i total of O instances of the name badsite.com were found in the Comsift controlled blacklistc.

The following usages of badsite.com were found in the Adwinistrator controlled lists:

badsite.com found in filter ~Master Filter~, Banned Domain List
badsite.com.au found in filter ~Master Filter~, Banned Domain List

A4 total of 2 instances of the nawe badsite.com were found in the Adwinistrator controlled lists.

End of report.

Figure 3-5: Begins With Report

In the example we see that badsite.com was found in the Master
Filter, Banned Domain List. We see that badsite.com.au was also
found in the same list.
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Any match

Any Match will match the search word if it is found anywhere in

the string.

Filter Setup > ~Master Filter-

Search

Type of Search

Any Match 'I h

Will search all lists for the entered name and return its location.
Domains, URLs, extensions and MIME types may be searched.
Input formats are domain tld (Domain), domain tidfarl (URL),

ext (Extensions), applicationftype (WINE).

Name |badsite.com

Figure 3-6: Any Match Search

The following usages of badsite.com wee

« found in the Mdministrator con
ARTESARIES, Com/Easl IVERE found n TLlter -MAmEar Pilter-,
badsite.com found in £ilter -Master Filtee-,
badsice.com,na found in

Bamned TRL List
Banned Domain List
tilter -Naater Filter-, Banned Domain List

End of repors.

zrobled 1ists;

A toEal of ¥ instances of the name badsite.com were found 1n the Administes

ke

rer contralled lises.

Figure 3-7: Any Match Report

In the example we see that;

Banned URL List.
List

Domain List.

anybadsite.com/reallybad was found in the Master Filter,
badsite.com was found in the Master Filter, Banned Domain

badsite.com.au was found in the Master Filter, Banned
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Banned CSphrase Filter Groups

ComSifter has available ten Banned CSphrase filter groups. If a
word or phrase is in the filter group, the filter is activated and the
word is found on a web page the page will be banned.

Note: The actual words/phrases that are in each of
these filter groups are located in the
Words/Phrases category.

These groups may be activated or deactivated, depending on the
requirements of your installation. The groups are;

= Ads
=  Audio-video
=  Chat

= Custom-A
= Custom-B

=  Drugs

=  Gambling
= Hate

» Hacking

= Mail

In addition to the above list there are two groups that are
permanently engaged. These are;

= Pornography
= Good Words/Phrases

3-9



FILTER SETUP

Activating Filters
To activate a filter;

1. Select Activate in the Function drop down box.

2. Select the filter to activate in the Select Filter to Activate

drop-down box.
3. Click Execute.

[ e Seup > Mster Faver- T

Eanned Smart Filter Groups
Banned Smart Filter Groups may be Added or Deleted
Function Activale ¥

Select Filter to Activate |ads hd k
SEl“t.Fﬂter to Mo filters are active VI
Deactivate

Execute

Figure 3-8: Activating a Filter

Deactivating Filters
To deactivate a filter;

1. Select Deactivate in the Function drop down box.

2. Select the filter to deactivate in the Select Filter to
Deactivate drop-down box.

3. Click Execute.

Filter Setup = ~Master Filter—

Banned Smart Filter Groups
Banned Smart Filter Groups may be Added or Deleted

Function IAct\vate -
Select Filter to Activate Iaudlu-\/ldeu 'I
Select Filter to
q Iads 52
Deactivate %
Execute

Figure 3-9: Deactivating a Filter
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Weighted CSphrase Filter Groups

ComsSifter has available ten Weighted CSphrase filter groups. If a
word or phrase is in the filter group, the filter is activated and the
word is found on a web page the CSphrase Sensitivity counter will
increment by the weight assigned to the word/phrase. If there are
any Good Words/Phrases on the same page the CSphrase
Sensitivity counter will decrement by the weight assigned to the
word/phrase. After analyzing all the words on a page ComSifter
will compare its Sensitivity Counter with the Sensitivity Threshold
set for the individual filter. If the threshold is exceeded the page
will be banned.

Note: The actual words/phrases that are in each of
these filter groups are located in the
Words/Phrases category and are discussed in
Chapter 4.

These groups may be activated or deactivated, depending on the
requirements of your installation. The groups are;

= Ads
=  Audio-video
=  Chat

=  Custom-A
= Custom-B

* Drugs

=  Gambling
= Hate

= Hacking

= Mail

In addition to the above list there are two groups that are
permanently engaged. These are;

= Pornography
= Good Words/Phrases

3-11



FILTER SETUP

Blacklist Domain Filter Groups

ComsSifter has available nine Blacklist Domain filter groups. A
domain is a top level Internet address such as comsift.com. If a
domain is in the filter group and the filter is activated the site will

be banned.

Note:

These groups are maintained by Comsift and any
changes are made by Comsift by way of the daily
or weekly update (dependent on your service
contract). If you find a site that you do not believe
should be banned, the site may be excepted by
placing it in the Exception Domain List.

These groups may be activated or deactivated, depending on the
requirements of your installation. The groups are:

= Ads

* Audio-video
= Chat

= Drugs

= Gambling

* Hate

» Hacking

= Mail

In addition to the above list there is a pornography group. This
group is permanently enabled.
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Blacklist URL Filter Groups

ComsSifter has available nine Blacklist URL filter groups. A URL is
a subset of a domain and is typically denoted by the “/” symbol. If
a URL is in the filter group and the filter is activated the site will be
banned.

Note: These groups are maintained by Comsift and any
changes are made by Comsift by way of the daily
or weekly update (dependent on your service
contract). If you find a site that you do not believe
should be banned, the site may be excepted by
placing it in the Exception Domain List.

These groups may be activated or deactivated, depending on the
requirements of your installation. The groups are:

Ads
Audio-video
Chat

Drugs
Gambling
Hate
Hacking
Malil

In addition to the above list there is a pornography group. This
group is permanently enabled.
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Full Exception Domain List

The full Exception Domain List allows you to enter a domain that
you do not want to be filtered. This may be in response to a site
being banned by the ComSifter or may be proactive, such as a
local home page or site that you deem safe. If ComSifter sees this
domain it will not filter any portion of it including its URLS, unless
the URL is listed in the Banned Domain List.

Add

R

|Fu]] Exception Domain List

Domains entered here will be completely unfiltered. i e sitetoezcept.com

Domain to Add |com5\ﬂ com

Domain to Delete l_;[

Figure 3-10: Add Domain to Full Exception List

1. To add a Domain to be excepted select Add in the
Function drop-down box.

2. Enter the domain to be excepted.
3. Click Execute

Note:

To except all of a domain enter only the domain
name without the www. It is possible to except
the domain prefix by putting in the appropriate
protocol, i.e. www or mail.

Note:

ComsSifter will allow alphanumeric characters, the
“/" symbol and the “.” symbol. Additionally the
length of the domain name may not exceed 127
characters.
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Delete

Filter Setup = ~MMaster Filter—

Full Exception Domain List

Diomains entered here will be completely unfiltered. 1e. sitetoexcept com

Function
Domain to Add |
Domain to Delete Im %

Figure 3-11: Delete Domain from Full Exception List

1. To delete an excepted domain select Delete in the
Function drop-down box.

2. Select the domain from the Domain to Delete.
3. Click Execute
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Full Exception URL List

The full Exception URL List allows you to enter a URL that you do
not want to be filtered. This may be in response to a site being
banned by the ComSifter or may be proactive, such as a local
home page or site that you deem safe. If ComSifter sees this URL
it will not filter any portion of it including its URLS, unless the URL
is listed in the Banned Domain List.

Add

1. Toadd a URL to be excepted select Add in the Function
drop-down box.

2. Enter the URL to be excepted.
3. Click Execute

Note: ComsSifter will allow alphanumeric characters, the
“/" symbol and the “.” symbol. Additionally the
length of the URL may not exceed 127

characters.

Delete
1. To delete an excepted URL select Delete in the Function
drop-down box.
2. Select the URL from the URL to Delete.
3. Click Execute
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Partial Exception Domain List

The Partial Exception Domain List allows you to enter a domain
that you do not want to be completely excepted but instead allow
CSphrase Filtering to determine if the site is appropriate based on
good words/phrases and bad words/phrases. This feature may be
useful in instances where you want a site to be accessed but at
times the content may be questionable. When the content is
guestionable CSphrase filtering will block the page.

Add
1. To add a domain select Add in the Function drop-down
box.
2. Enter the domain to be partially excepted.
3. Click Execute.

Note: ComsSifter will allow alphanumeric characters, the
“I” symbol and the “.” symbol. Additionally the
length of the domain nhame may not exceed 127
characters.

Delete
1. To delete a domain select Delete in the Function drop-
down box.
2. Select the domain from the Domain to Delete.
3. Click Execute
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Partial Exception URL Filter List

The Partial Exception URL List allows you to enter a URL that you
do not want to be completely excepted but instead allow
CSphrase Filtering to determine if the site is appropriate based on
good words/phrases and bad words/phrases. This feature may be
useful in instances where you want a URL to be accessible but at
times the content may be questionable. When the content is
guestionable CSphrase filtering will block the page.

Add

1. To add a URL select Add in the Function drop-down box.
2. Enter the URL to be patrtially excepted.
3. Click Execute.

Note: ComsSifter will allow alphanumeric characters, the
“/" symbol and the “.” symbol. Additionally the
length of the URL may not exceed 127
characters.

Delete
1. To delete a URL select Delete in the Function drop-down
box.
2. Select the URL from the URL to Delete.
3. Click Execute.
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Banned Domain List

The Banned Domain List allows you to enter a domain name that
you want to be banned. Add

1. To add a domain select Add in the Function drop-down
box.

2. Enter the domain to be banned.

3. Click Execute.

Note: ComsSifter will allow alphanumeric characters, the
“/” symbol and the “.” symbol. Additionally the
length of the domain hame may not exceed 127
characters.

Delete
1. To delete a domain select Delete in the Function drop-
down box.
2. Select the Domain from the URL to Delete.
3. Click Execute.
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Banned URL Filter List

The Banned URL List allows you to enter a URL name that you
want to be banned.

Add

1. To add a URL, select Add in the Function drop-down
box.

2. Enter the URL to be banned.
3. Click Execute.

Note: ComsSifter will allow alphanumeric characters, the
“/" symbol and the “.” symbol. Additionally the
length of the URL may not exceed 127

characters.

Delete
1. Todelete a URL select Delete in the Function drop-down
box.
2. Select the URL from the URL to Delete.
3. Click Execute.
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Banned Extension List

The Banned Extension List allows you to enter a file extension
that you would like to prevent from being downloaded. If
ComsSifter sees a user trying to download a file with the extension
type the page will be banned.

Add
1. To add an extension select Add in the Function drop-
down box.
2. Enter the extension to be banned.
3. Click Execute.

Note: ComsSifter allows extensions of up to 5
characters. This will accommodate MAC, UNIX,
Linux and Windows operating systems. It will
also accommodate the current Java classes.

Delete
1. To delete an extension select Delete in the Function
drop-down box.
2. Select the Extension from the Extension to Delete.
3. Click Execute.
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Banned MIME Type List

ComsSifter has the ability to ban MIME Types. MIME Types are
used by web browsers to associate files of a certain type with
helper applications that display files of that type. A comprehensive
listing of MIME Types may be found at the Internet Assigned
Numbers Authority web site
http://lwww.iana.org/assignments/media-types .

Add

1.

To add a MIME Type select Add in the Function drop-
down box.

2. Enter the MIME Type to be banned.

3. Click Execute.

Note: ComsSifter allows MIME Types in the format

XXXIyyy.
Delete

1. To delete a MIME Type select Delete in the Function
drop-down box.

2. Select the MIME Type from the MIME Type to Delete.

3. Click Execute.
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Change Filter Names

ComsSifter allows the name of each filter to be changed to meet

local requirements. To change a filter name;

1. Select the name of the Existing Filter

2. Enter the name of the new filter in New Filter Name

3. Click Execute

Filter Setup > ~Master Filter~

Change Filter Name

Allows changing individual filter names.

Existing Filter I Filter 2 |
New Filter Name IStaf‘ﬂ

5

Figure 3-12: Change Filter Name

Note:

ComSifter sorts the Filter Setup alphabetically.
Changing a filter name will change this sort.
Although you can change the name of Filter 1, it
will always carry the suffix “non-IDENTD”.
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Display Summary

Display Summary displays a report of the configuration of the
Master Filter. This report is useful for understanding at a glance
how the Master Filter is configured. It includes:

= CSphrase Filter Groups that are active.

= Blacklist Filter Groups that are active.

= Al domains, URLs, extensions and MIME Types that are in
there respective lists.

Filter Setup = ~Master Filter~

Display Summary

Cutput from command ..

——————————— Master Filter--—-—- S oy

Banned Smart Filter Groups [%
Ads is enabled
Porn iz ensbled

Weighted Smart Filter Groups
Ads is ensbled
Porn iz enabled

Elacklist Domwain Filter Groups
Porn iz ensbled

Elacklist URL Filter Groups
Porn is enabled

Full Exception Domain List
comsift. com

Full Exception URL List
Empty

Partial Exception Dowain List
Empty

Figure 3-13: Display Summary Report
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Individual Filters

Individual filters are configured in the same manner as the Master
Filter. Please refer to the previous section for configuration details
with the following exceptions:

» Individual filters do not have a Change Filter Name
Command.

» Individual Filters have three additional commands; Sensitivity
Level, Time-of-Day (TOD) operation and Warn-and-Go.

Change Sensitivity

This command will set the CSphrase Sensitivity Level for the filter.
If a word or phrase is in the filter group, the filter is activated and
the word is found on a web page the CSphrase Sensitivity counter
will increment by the weight assigned to the word/phrase. If there
are any Good Words/Phrases on the same page the CSphrase
Sensitivity counter will decrement by the weight assigned to the
word/phrase. After analyzing all the words on a page ComSifter
will compare it's Sensitivity Counter with the Sensitivity Threshold
set for the individual filter. If the threshold is exceeded the page
will be banned.

Filter Setup = Filter 1 (non-IDENTD)

|Change Sensitivity
Allows changing the Smart Filter threshold.
Sensitivity Level Filtar 1 = 150

Figure 3-14: Sensitivity Threshold
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Sensitivity Level Guidelines

Comsift suggests the following guidelines for Sensitivity
Levels.

Age Group Sensitivity Level
Preschool 50

Grade School 100

High School 150

Adult 200

Hours of Operation

Each Filter has an Hours of Operation command. This command
allows access to the Internet to be allowed or denied. If allowed,
normal filtering will take place. If denied, the user will receive a
Banned Message stating that the Internet is not active due to the
Hours of Operation Schedule.

Filter Setup = Filter 1 (non-IDENTD)

Hours of Operation

Active Start Time IDB:DD 'l
Active End Time |1?:DD 'l
Active Start Day IMDnday YI

Active End Day

Defines active tine of operation for this filter. I the filter 15 not active, access to the Internet will

Thus filter 15 currently configured to be active from 00:00 untd 00:00, Sunday through Sunday.

Figure 3-15: Hours of Operation
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Normal Operation

Enter the desired Start/End Times, Start/End Days and click
Execute.

Permanently Off

To permanently turn off a filter select 00:00 as the Active Start
Time and 00:00 as the Active End Time. Select Sunday as the
Active Start Day and Sunday as the Active End Day.

|Huurs of Operation

Defines active tune of operation for thus flier. IFth

This filter iz currently configured to be active from

Active Start Time 0o:00 'I
Al:tivefintl Time 00:00 'I
Active Start Day Sunday -

Active End Day

Figure 3-16: Permanently Off
Permanently On

To permanently turn on a filter select 00:00 as the Active Start
Time and 24:00 as the Active End Time and select Sunday as the
Active Start Day and Saturday as the Active End Day.

|Huu.rs of Operation

Defines active time of operation for this filter. IFth

Thus filter 15 currently configured te be active fom

Active Start Time 00:00 'l
Active End Time 24:00 'l
Active Start Day Sunday 'I

Active End Day

Figure 3-17: Permanently On
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Warn-and-Go

The Warn-and-Go feature allows a user to see a web site that was
blocked but then to make a decision to view the site. This is useful
for administrators, staff and others that would like to know that
their destination is potentially unsafe.

If Warn-and-go is enabled it will allow viewing of a blocked site for
the selected period of time.

Filter Setup = Filter 1 (non-IDENTD)

|Warn—and—Go
Allows users in this filter group to view the contents of a banned page for a selected peniod of time.

Enable viewing for:

Execute

10 minutes %
20 minutes
30 minutes

40 minutes
50 minutes
1 hour
2 hours
4 hours
8 hours
24 hours

Figure 3-18: Warn-and-Go

Enable

1. To enable Warn-and-Go select the time period that the
user will be able to view the site.

2. Click Execute.

Disable

1. To Disable Warn-and-Go select disable.
2. Click Execute.
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Chapter 4
Words/Phrases

Overview

@0, .0 0 0

5 e M e e ot Pkt A B 8 W et BETAIE R Pt

=WsrdPhoe Semch

Figure 4-1: Initial Words/Phrases Screen

CSphrase Filtering Technology is used in ComSifter to analyze
every word or phrase in a web page. Before passing a web page
to a user for viewing, CSphrase technology:

1. Analyzes the source, including Metadata and assigns a
numerical value to every word and phrase based on the
weighting defined in Words/Phrases.

2. Analyzes what the user will see and assigns a numerical
value to every word and phrase based on the weighting
defined in Words/Phrases.

3. Good words/phrases have a negative value while bad
words/phrases have a positive value. These values are
kept internally in a Sensitivity Counter.

4. Upon completing the analysis CSphrase Technology
compares the Sensitivity Counter with the Sensitivity
Threshold for the users filter. If the threshold is exceeded
the Access Denied Page is given to the user and the
event is logged in ComSifter Access log, if the threshold is
not exceeded, the contents of the web page are shown.
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There are twelve groups of bad words/phrases and one group of
good words and phrases. The words/phrases found within these
groups determine how CSphrase Filter Technology will analyze
each web page. The bad words/phrases are found in:

Ads
Audio-Video
Chat

Drugs
Gambling
Games
Hacking
Hate

Mail
Pornography
Custom — A
Custom - B

Within the twelve bad groups there are Banned Words/Phrases
and Weighted Words/Phrases.

In addition to the twelve bad groups there is a good words/phrase
group. This group will modify what is found in the bad groups.

As an example if a web site contains the word “breast”, CSphrase
Filter will increment its Sensitivity counter by 5. If on the same
page it sees the word “research” it will decrement its Sensitivity
counter by 20.

When configuring words/phrases the following conditions apply;

» The word/phrase must be enclosed in parenthesis ().

= |f an exact match of the word/phrases is required then a
space must be placed before and after the word. In the
example if we want to only ban gambling then the proper
format would be; ( gambling ). Thus if the web page said “Visit
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our casino to gamble at your favorite games”, the page would
be banned

If a match of a word beginning with gambling is required then
the proper format would be; ( gambling). Thus if the web page
said “Solve your gamblingfever”, the page would be banned.

If a match of a word ending in with gambling is required then
the proper format would be; (gambling ). Thus if the web page
said “Casinogambling”, the page would be banned.

If any match of the word gambling is required the proper
format would be; (gambling). Thus if a web page said
“Casinogamblingfever”, the page would be banned.

A further refinement of word/phrases is possible by looking for
multiple words/phrases. This is accomplished by separating
the words/phrases with a comma. If we wanted to ban any
web page that contained the word “casino” and the word
“gambling” the proper format would be ( casino ),( gambling ).
Thus if the web page said “our casino has gambling for all
games” the page would be banned.
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Configuring Words/Phrases

e Dessrgion
B Commifer Fi muumndemhﬂuﬂnwmmnmmcm&rimm:mbmmd
This will takee up to 30 secends and

w«m;dermw #ed £ he group 15 enabled i Fiher Sxtap, will cause any web page 1o be banned f the wordiphrase 15

‘W’Mknsecmbzmed«mlmd
WordiPhrase must be purmoundsd by ()
(A space befere mnd afler 8 woediphrase wil find an exact matchie. { badword ).
nwmwm«wmwﬂmxewﬂmhmwmﬁum

WA commna md‘yhn:lwﬂhukfmhu«wnntbvlhwwddphm:mnwu { badwerd] 1 badword2 ),
TWardsiFhrasns drfined here, 26 € the group is snabled in Fiker See, will cause the Sensitiiey Wesght of a page to increase if the
weadipbrase is found. IFthe wegtht exceeds the Senutivey Theesheld the page will be bamed.
Bt Weighted O3 F WordsiFhrases may be Added or Dieleted and wraghting assigned or adusted

WardThraee must be suroumnded by ()

wordsiphrages

HediThaim A space bebore and after a wordiphrase wil find an exact match 1 e ( badword ).
Mo zpace befare or afler the wordiphrase wil mateh anywhers B i ¢ (badwerd)
A eemma *, tmnw&wenmmhmmmdmwmﬁhmmnwu (bumdl}fhldwmﬂl

M Allows vesching For # WerdFhrase = the St Fier bezs
T
Figure 4-2: Banned or Weighted Words/Phrases

Restart ComSifter Filter

Any changes made in Words/Phrases will not become effective
until the ComSifter Filter is restarted. ComSifter is designed to

allow you to quickly make multiple changes to Words/Phrases and

then apply the changes by restarting the filter.

Words/Phrases = Ads

|Restart ComSifter Filter

Changes made in the filter will not take effect until the ComSifter Filter Service has been restarted.
Thus will takee up to 30 seconds and will momentanly disrupt client Internet connections.

Execute | h

Figure 4-3: Restart ComSifter Filter

Note: A restart may take up to 30 seconds to complete.

During this time all Internet connections will be
disrupted.
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Editing Banned Words/Phrases

A word or phrase placed in the Banned list will result in an Access

Denied Page to the user if the Banned word or phrase is found
anywhere on the requested web page.

‘Words/Phrases > Gambling

Edit Banned Smart Filter Words/Phrases

WordsPhrases defined here, and if the group is enabled in Filter Setup, will cause any web page to be banned if the word/phrase is found.
Words/Phrases may be Added or Deleted.

WordPhrase must be surrounded by ()

A space before and after a wordfphrase will find an exact match ie. ( badword ).

No space before or after the wordphrase will match anywhere found 1.e (badword).

A comma " between wordiphrases will lock for the occurance of both wordsiphrases on a page i.e. ( badwordl ),( badword2 )

Function AddWord/Phrase  ~

Add |(gamblmg)
Delete (green card lottery) [%

Figure 4-4: Adding or Deleting Words/Phrases

Add
1. To add a word to the Banned CSphrase Word/Phrase list:
2. Select Add Word/Phrase in the Function drop down
box.
3. Enter the Word/Phrase to be banned following the syntax
rules described at the beginning of this chapter.
4. Click Execute.
Delete

To remove a word in the Banned CSphrase Word/Phrase list:

1.

Select Delete Word/Phrase in the Function drop down
box.

Select the Word/Phrase to be removed from the Delete
drop down box.

Click Execute.
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Editing Weighted Words/Phrases

A word or phrase placed in the Weighted list will result in
CSphrase Filtering Technology applying the weight of the
word/phrase to its Sensitivity Counter if the word/phrase is found
on the requested web page. After analyzing the complete web
page, CSphrase Filter will compare its Sensitivity Counter with the
Sensitivity Threshold. If the threshold is exceeded the user will
receive an Access Denied Page”. If the threshold is not exceeded
the user will be allowed to view the web page.

Words Phrases > Gambling L]

|Edit Weighted Smart Filter Words/Phrases

WordsiPhrases defined here, and if the group is enabled in Filter Setup, will cause the Sensi
exceeds the Sensitivity Threshold the page will be banned.

WordsiPhrases may be Added or Deleted and weighting assigned or adjusted
WordPhrase must be surrounded by ()

& space before and after a wordiphrase will find an exact match ie. ( badword ).
Mo space before or after the wordiphrase will match anywhere found i e (badword).
& comma "," between wordiphrases will look for the occurance of both wordsiphrases on al

Function IAdd Word/Phrase =
Add |gamb|ing
Weight 5 -
L =
Delet =¥ -
elete 10 )
.
20

Figure 4-5: Editing Weighted Words/Phrases

Add
1. To add a word to the Weighted CSphrase Word/Phrase
list:
2. Select Add Word/Phrase in the Function drop down
box.

3. Enter the Word/Phrase to be banned following the syntax
rules described at the beginning of this chapter.

4. Assign a weight to the word/phrase
5. Click Execute.
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Delete
To remove a word in the Weighted CSphrase Word/Phrase list:

1. Select Delete Word/Phrase in the Function drop down
box.

2. Select the Word/Phrase to be removed from the Delete
drop down box.

3. Click Execute.

Search

ComsSifter incorporates a comprehensive search facility that
allows you to search for a Word or Phrase. The search will check
all Word/Phrase groups and return where the search term was
found.

In the following example we are searching for the word
“gambling”.

Words Phrases > Ads L]

Word/Phrase Search
Allows searching for a WordPhrasze i the Smart Filter hists.

Name |gamb|ing|
Type of Search |Exa|:1 katch First'Waord/Phrase j
.

Figure 4-6: Word/Phrase Search
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Words/Phrases > Ads
Word/Phrase Search

Cutput from command ..

The following usages of gawbling were found:

< garnbling ><30> found in gambling weighted

A total of 1 instances of the word/phrase gambling were found.

N

End of report.

Figure 4-7: Word/Phrase Search Result

Search returns a report that tells us gambling was found in
“gambling weighted” and has a weight of 30.
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Appendix A

Contact Information

For your convenience, Comsift provides a number of ways for you
to contact us.

Location

Comsift, Inc. is located at:

1646 Elderberry Way
San Jose, CA 95125

Phone, Main 866-875-1254 (toll free in U.S.)
Sales 866-875-1254 x 701 (toll free in U.S.)
Support 866-875-1254 x 702 (toll free in U.S.)

Fax 408-265-5249

Website

Our website is at www.comsift.com (If you're reading this
document as a PDF file and are currently on-line, please click the
URL above and you'll be transported to our website.) On our
website, you will find the latest information about our leading-edge



http://www.comsift.com/

CONTACT INFORMATION

solutions, product announcements along with a form you can use
for general information requests.

Sales

Our friendly and knowledgeable sales staff is available to answer
your sales-related questions. Hours of operation are from Monday
through Friday, 8:00am to 5:00pm Pacific Time at 866 875-1254 x
701.

Technical Support

Comsift provides technical phone support at 866 875-1254 x 702.
Email support is available at support@comsift.com. You can also
fax your questions to us at our 24-hour fax number: 408-265-
5249.
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Appendix B

Filter Defaults

Filter 1 Filter 2 Filter 3 Filter 4 -8

Banned Porn Porn Porn Porn
CSphrase Ads Ads
Filter Groups Audio-video | Audio-video

Chat

Custom-a Custom-a

Custom-b Custom-b

Drugs Drugs

Gambling Gambling

Games Games

Hacking Hacking

Hate Hate

Mail
Weighted Porn Porn Porn Porn
CSphrase Ads Ads
Filter Groups Audio-video | Audio-video

Chat

Custom-a Custom-a

Custom-b Custom-b

Drugs Drugs

Gambling Gambling

Games Games

Hacking Hacking

Hate Hate

Mail
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Filter 1 Filter 2 Filter 3 Filter 4 - 8

Blacklist Porn Porn Porn Porn
Domain Filter Ads Ads
Groups Audio-video Audio-video

Chat

Drugs Drugs

Gambling Gambling

Games Games

Hacking Hacking

Hate Hate

Mail
Full Porn Porn Porn Porn
Exception Ads Ads
Domain List Audio-video Audio-video

Chat

Drugs Drugs

Gambling Gambling

Games Games

Hacking Hacking

Hate Hate

Mail
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Filter 1 Filter 2 Filter 3 Filter 4 - 8
Banned .asf .asf
Extension .avi .avi
List .bin .bin

.bz2 .bz2
.cdr .cdr
.cpl .cpl
.cue .cue
dll dll
.dmg .dmg
.exe .exe
.gz .9z
.hip .hip
.hgx .hgx
.inf .inf
.ini .ini
.ins .ins
.iso .iso
.isp .isp
.mda .mda
.mdb .mdb
.mde .mde
.mdn .mdn
.mdt .mdt
.mdw .mdw
.mdz .mdz
.mp3 .mp3
.mpeg .mpeg
.msc .msc
.mst .mst
099 -0g9
.ops .ops
.otf .otf
.pcd .pcd
.pif .pif
prf .prf




FILTER DEFAULTS

Filter 1 Filter 2 Filter 3 Filter 4 - 8

rar rar

.reg .reg

.scr .scr

.sct .sct

.sea .sea

.sh .sh

.shs .shs

.Sit .Sit

.smi .smi

.Sys .Sys

tar tar

tgz tgz

.vxd .vxd

.wmf .wmf

.Zip .zip
Sensitivity 200 100 150 200
Hours of Always On | Always On | Always On | Always On
Operation
Warn-and-Go | Disabled Disabled Disabled Disabled
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