Download/Install IDENTD

IDENTD is the small software program that must be installed on each user’s computer if
multiple filters are to be used in ComSifter. The program may be installed and executed
locally on each client computer or may installed on a Domain Controller and pushed to
client computers on user login. If a Domain Controller is available this is considered a
best practice as the program is installed once and is installed from a secure source.

As part of configuring ComSifter usernames must be entered in the User List and a filter
level associated with the username. During normal operation when a user computer
requests a web site the ComSifter will query the IP of the requesting computer and ask
for its IDENTD. The IDENTD program will respond with the username of the user
currently logged into the computer.

ComSifter then matches the username with the filter associated in the User List and
applies the filter settings appropriate for that filter. By using IDENTD, multiple users may
log into and out of a computer during the day and they will be filtered based on their
username, not the computer.

If a user computer that does not have IDENTD installed is queried, and thus does not
respond, ComSifter will automatically assign that computer user the username
“nousername”. By default, “housername” is automatically routed to the non-IDENTD
filter. This default behavior may be changed by adding “nousername” to the ComSifter
“user list” and assigning an appropriate filter.

Port 113 Exception

For the Identd protocol to operate properly Port 113 TCP must be open in both directions
on client computers. This may be accomplished by making a port exception in the client
firewall. If the client computers are under the control of a Windows 2003 or greater
Domain Controller then this may be easily pushed out with a Group Policy rule.

Warning: Identd listens on Port 113 of the client computer. If client computers
have personal firewalls Port 113 must be opened. If Port 113 is not
opened Internet access will fail.




Windows Firewall (local rule for XP)

- . .
= Windows Firewall

General | Exceptions I -a'-:\.dvanced_i

For your security, some settings are controlled by Group Policy

Windows Firewall helps protect your computer by preventing unauthonzed users
from gaining access to your computer through the Intemet or a network.

@ ® On {recommended)

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[] Dent allow exceptions

Select this when you connect to public networks in less secure
locations, such as airportz. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ () Off (not recommended)

Awvoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to vinuses and intruders.

Windows Firewall iz using your domain settings.

What else should | know sbout Windows Firewall?

[ ok [ concel

Windows Firewall

1. Open the Windows Firewall.
2. Click on Exceptions.

Windows Firewall

General | Exceptions |Advanced|

‘windows Firewall is blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increaze your security risk.

Frograms and Services:

Mame

[IiFile and Frinter Sharing
Remate Assistance

[ Remote Desktop

[ UPAP Framework:

[ sddFogam.. | [ sddPot. | Edit.. Delete

s
Dizplay a natifization when Windows Firewall blocks a pragram

What are the rigks of allowing exceptions?

[ 1] ] [ Cancel

Click Exceptions



3. Click on Add a Port.

N o oA

Add a Port

want to uze.

IJze these zettings to open a port through ‘Windows Firewall. To find the port
number ahd protocol, conzult the documentation far the program or service pou

%]

Mame: |D:|msift

Part number: |'| 13

& TCP JUDP

Wihat are the rizks of opening a port?

(=

] [ Canicel

Add Port 113 TCP

Enter Comsift as the Name.
Enter the port as 113.
Ensure that TCP is selected.
Click OK.

"= Windows Firewall

Gereral | Exceptions | Advanced |

to work better but might increasze your securnty rigk.

Programs and Services:

Windows Firewall iz blocking incoming network, connections, except for the
programz and services selected below. Adding exceptionz allmysz zome programs

M ame

Carvsift

[ File and Printer Sharing [\
Remate Assistance
[ Remate Desktop
O UPHP Frammework:

i

| AddProgram... | [ AddPort. | Edit.

Wihat are the risks of allowing exceptions?

Dizplay a natification when Windows Firewall bBlocks a progranm

Delete

[ ok

] [ Cancel

Finished Rule



8. You should now see the rule added to your exception list.

Windows Firewall (Group Policy rule)

The following rule is applied by way of a Group Policy on Windows 2003 and Windows
2008 servers. This rule will open port 113 inbound on any computer connected to the

Domain. As this rule is under Computer Configuration a one time restart of all Domain
Computers will be required to activate the rule.

File Action View Help

B Group Policy Management Editor

~=01]

Ll 22| o NENN 7 Mol

|E] Default Domain Palicy [test-pdc. comsift.lat
= &l Computer Configuration
| Software Settings
= ] Windows Settings
|| Seripts (Startup/Shutdown)
E‘_-!n Security Settings
ol Policy-based Qos
= [ Administrative Templates: Policy de
| Control Panel
B[] Metwork
| Background Inteligent Tral
| DNS Client
7| Link-Layer Topology Discoy
| Microsoft Peer-to-Peer Nei
=[] Network Connections
E ] Windows Firewall
BB omain Profile %
| Standard Profile
~| Offline Files
| QoS Packet Scheduler
= SNMP
| 55L Configuration Settings
~| Windows Connect Now

B Domain Profile

Select an item to view its description.

Setting

State

|i=| Windows Firewall:
i=| Windows Firewall:
|=] Windows Firewall:
|i=| Windows Firewall:
i=| Windows Firewall:

i=| Windows Firewall:
|i=| Windows Firewall:
|=] Windows Firewall:
i=| Windows Firewall:
i=| Windows Firewall:
i=| Windows Firewall:
£=| Windows Firewall:
i=| Windows Firewall:
|i=| Windows Firewall:

Allow local program exceptions

Define inbound program exceptions

Protect all network connections

Do not allow exceptions

Allow inbound file and printer sharing exception
Allow ICMP exceptions

Allow logging

Prohibit notifications

Allow local port exceptions

Define inbound port exceptions

Allow inbound remote administration exception
Allow inbound Remote Desktop exceptions
Prohibit unicast response to multicast or broad...
Allow inbound UPNP framework exceptions

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured

| Printers
| System
| Windows Components
_ All Settings
%, User Configuration 1| |
< | | Extended 4 Standard 7
|14 setting(s)
Port 113 Exception

1. Edit your Group

Policy

2. Under Computer Configuration click Administrative Templates > Network >
Network Connections > Firewall > Domain Profiles > Define Inbound
Port Exceptions.




Windows Firewall: Define inbound port exceptions

Setting | Explain I Comment I

ﬁ Windows Firewall: Define inbound port exceptions

£~ Mot Configured
{* Enabled
¢~ Disabled

Define port exceptions:
Specify the port to open or block.
Syritan:
<Port>:<Transport>:<Scope>:<Status>:<MName>
<Port> is a decimal port number
<Transport: is either "TCP" ar "UDP"
<Scope: is either " for all networks) or
a comma-separated list that contains
any number or combination of these:
IP addresses, such as 10.0.0.1

=

Supported on: At least Microsoft Windows XP Professional with SP2

Previous Setting | Meat Setting |

FTI =

ok | cancel |

Apply

Define Properties

3. Click on Enabled.
4. Click on Show.

Show Contents

Define port exceptions:

X
ok |

1131cp:™

‘enabled Comsift

Cancel

Add... |
Hemayve |

Show Contents

5. Enter the following string into the text field. 113:tcp:*:enabled:Comsift

6. Click add.




Install Identd

Identd must be executed on the local client computers. The best method of deploying
Identd is dependent on the types of operating systems used in your network and if your
network is part of a domain. The following matrix described the best method for each
type of installation.

Network Comsift Comsift Comsift Windows
Service Local | Service Connection Server, Comsift
Install Automated Local Install | Connection
Install pushed out at
(preferred) login
Peer to peer Install Comsift
Vista/XP Service on
each
workstation
Domain Use Group
. Policy
Vista/XP Software
install to install
Comsift
Service on
each
workstation
Peer to peer Install
Vista/XP/2000/98 Comsift
Connection
on each
workstation
Domain Use Group
Vista/XP/2000/98 Policy login
Script to push
out at each login

Warning:  ComsSifter CS-8 Pro NS relies on secure authentication from the client
workstation. Windows NT/2000/XP, Apple Mac and Linux are able to
provide this secure authentication. Windows 95/98/ME is unable to
provide secure authentication. As a result Comsift is unable to officially
support Windows 95/98/ME. If you have a mixed environment that
includes these unsupported Operating Systems, Comsift suggests the
following best practices.

Option 1: The identification program Comsift uses, IDENTD, should be
executed from a file server or domain controller, which requires proper




authentication. Do not load the IDENTD program from a local hard
drive.

Option 2: Do not use the IDENTD program on Windows 95/98/ME
workstations. Without IDENTD, client workstations will be routed
automatically to the non-IDENTD filter. Configure this filter for your
Windows 95/98/ME clients.

Note:

Administrator privileges are required for all operating systems to
properly install Identd.




Identd location

The Identd Utilities are located on the Documentation and Utilities CD that came with
your ComSifter and also located in the Comsifter under Maintenance > Download/Install
Identd. To download the utilities from the ComSifter follow these steps:

Indzx Zave (Refrash
M £ 14 | fetc/oomsifrer/identd
|—_| =] o1ed -
L consifrer |/ Name dize
Lidentd = --

[lApple = Apple 4 kB
L Nawell [ ] Nowell 4 kE
| Windows [ ] Windows 4 kB

Download/Install IDENTD from ComSifter

1. Select Identd.zip from within the directory for the type of installation being
performed and click on the Save icon.

2. A standard save dialog box for your operating system will open allowing you to
save the file to the location of your choice.

3. Unzip the program using any standard zip/unzip program to a location of your
choice.



To use the utilities available on the CD follow these steps:

C5-1 Documentation

8 C5-8 Documentation
£ C5-8ProMS Documentation

Comsift Home Page

e
ComSifter CD

Insert the CD.

Autorun will run and you should see the ComSifter splash page.
Click on Identd Utilities to open the following page.

Determine which Identd to install.

A wbh =

e & A ol 0. 0. P

Burn

Name Date modified Type Size
i . Local Install as Applica.., 11/13/2007 1:24 PM  File Folder
4 Documents : 1
: , Local Install as Service  11/13/2007 1:24 PM  File Folder
B Pictures | Windows Server 11/13/2007 3:24 PM  File Folder

B Music

Maore »

Folders .
M Computer -
‘.-'f‘ MNetwiark
@ Control Panel

L i |

Open Identd Utilities



Comsift Service Local Install

Comsift Connection runs as a Service and is compatible with the following Windows
OS's.

= Windows XP

= Windows Server 2003

=  Windows Vista

= Windows Server 2008

To install Comsift Service on a local computer double click comsiftservice14.msi. After
installion complets Comsift Service will be listed in the computers Services.

Note: Comsift Service will not appear in Add/Remove Programs. It must be
installed by an administrator. The installer is designed for silent
installation. Once started it will complete unless there is an error. This
design allows the .msi file to be used in a Group Policy for automated
software installation as defined in the user guide.

e

‘ il 1 — 1~
i 2 1 - |4y lll 5 hd
) b cscd b identd » Local Install as Service + Wl Seoqrch pe

& Burn

-

Mame Date modified Type Size

‘ﬁ-’ comsiftservicel4.msi 11/9/2007 2:32 PM Windows Installer ... 196 KB :
| Release Notes Comsift .. 11/13/2007 3:19 PM  Text Document 1KE

Favorite Links

4 Documents
E Pictures

@ Music

IMore »

Folders hd L\-y

.. Public -
M Computer
l,'? Metwork (il

Comsift Service Local Install



Comsift Service Domain Automated Install (preferred)

Comsift Service is designed to be easily used in a Group Policy and automatically
installed to all Vista/XP computers that are part of a Domain.

1. Copy comsiftservice14.msi to a Domain User accessible directory located on
your domain controller.

2. Open the Group Policy editor to the Group Policy of your choice.
3. Open Computer Configuration > Software Installation > New > Package.

E Group Policy Management Editor

File  Action \iew Help

@255 E o= H=

|£[ Default Domain Policy [test-pdec.cor | Name =~ | Version | Deployment state | Source
B & Computer Configuration ] o
= [T Software Settings There are no items to show in this view.

| Windows Settings

| Administrative Tem
= & User Configuration -

| Software Settings ~ Paste

| Windows Settings | Refresh

| Admiristrative Tem  Export List...

Properties

Help
KN I [
Adds a package. |
[ [

Add New Package to Software Installation



4. Browse to the location that you copied comsiftservice14.msi to and double
click comsiftservice.msi.

F
OO |‘- + Metwork = test-pdc - netlogaon - m ISeal'ch @J

Organize * 1= Views ~ | i New Folder

MName = |-| Date modified |v| Type |-| Size |-| Tag
ﬁ!cnmsiﬁservicelf’r.msi 11/9/2007 2:32PM  Windows Installe... 196 KB Ins

Favorite Links

Bl Desktop
18 Computer
E, Documents
E Pictures
E;h Music
|4 Recently Changed
2 searches
) Public

Select comsiftservice.msi

5. You will be prompted to select a deployment method. Select assigned unless
your requirements differ.

i
Select deployment method:

=) Bublished

" Advanced

Select this option to Assign the application without modifications.

oK I Cancel

Select Deployment Method




6. After a few seconds Comsift Service will appear as shown in the following

figure.
B Group Policy Management Editor _ Ol x|
Eile Action View Help
&= | mE o= HE
_: Default Domain Policy [test-pdc.col | Name = Version I Deploment state | Source |
[l i Computer Configuration [ Comsift Service 1.0 Assigned \\test-pdcinetiogon\comsiftservice 1...
= || Software Settings
Software installation
| Windows Settings
| Administrative Templates
Bl 4 User Configuration
~| Software Settings
= Windows Settings
| Administrative Templates: |
Finished Rule

Comsift Connection Local Install

Comsift Connection has been deprecated and replaced by Comsift Service. Comsift
Connection should only be used for Windows 2000 or earlier OS'S.

Comsift Connection runs as an application and is compatible with the following Windows

OS's.

Note:

Windows 98
Windows ME
Windows 2000
Windows Server 2000
Windows XP
Windows Server 2003
Windows Vista
Windows Server 2008

Comsift Connection will not appear in Add/Remove Programs. It must

be installed by an administrator. The installer is designed for silent
installation. Once started it will complete unless there is an error. This
design allows the .msi file to be used in a Group Policy for automated
software installation as defined in the user guide.

1.

Doubile click the local Installation as Application folder.
2. Double click the comsiftconnection.msi file
3. When prompted restart the computer.
The IDENTD program will now start every time the computer is started.



Windows Server Automated Push

1. Unzip the files that are in identd.zip. This file is found on the Documentation and
Utilities CD or in the ComSifter under Maintenance > Download/Install Identd >
Windows.

2. Extract the files into your domain controller NETLOGON directory which by
default is in c:\winnt\sysvol\sysvol\yourdomainname\scripts

3. Edit the first line of identd.bat file by changing server-name to the computer name
of your server (not your domain name).

&} identd.bat - Notepad
File Edit Format Help

IF (HLOGONSERVER% ) ==() SET LOGONSERVER=%%5ErVEr-rame
Start ¥LOGOMSERVER¥SNETLOGONSIDENTD JSstart /READOMLY /NOSHUTDOWH
SCOMFIG: "%LOGONSERVERX\NETLOGONSIDENTD, INI"

1

Identd Server Batch File

7. In Control Panel open Administrative Tools > Active Directory Users and
Computers.

8. Right click your domain name and click properties.
9. Click the tab that says Group Policies
10. Open Default Group Policy

11. Open User Configuration -> Windows Settings -> Scripts(logon/logoff) -
>Logon -> Add



¥ Group Policy

J Action  Yiew |J - = | |

5 | 2

Tree I

Tarne |

@ Diefault Domain Policy [cubel,cente LDQD”
E@ Computer Confiquration LDQDFF
-[_7] Software Settings
B i Software installation
-] Windows Settings

|7 Administrative Templates
EI@ User CDnFiguratiollw Logon Prapeilies
|:| Software Settings

B2 Windows Settings

¢ E-E[ Internet Explorer ¥
]| Seripts {Logon Loge
i@ Security Settings
#} Remote Installation
[¥-[_]] Folder Redirection

Scripts |

(2] Administrative Template

Script Mame:

I
[hservernametNETLOGON identd bat "%

Script Parameters:

l | 3

Browse... |

QK. I Cancel

21

To view the script files stored in thiz Group Policy Object, press
| the button below.

Show Files...

0k, | Cancel
EELKIN

Ay

Server Logon Script

12. In the Script Name field enter the UNC path to your server (\\your
servername\NETLOGON\identd.bat) (netlogon is case sensitive)
13. There are no Script Parameters

The IDENTD program will now be installed and started every time a Domain User logs
into a Domain Computer.
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